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"Indati2m": "1665490063785",
"inty": "1",
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"inno" : "0000011300",
"irtaxid" : null,
"inp": "1",

"ins" : "1",

"tins" : "19117484910001",
"tob" : "1",

"pbid" : "@",

"tinb" : "19117484910002",
"sbc" : "O",

"bpc" : "@",

"bbc" : "0",

"“ft" . "o",

"bpn" : "@",

"scln" : "0",

"scc" : "@",

"crn" @ "O",

"pillid" : "e@",
"tprdis" : "2400000",
"tdis" : "@",

“"tadis" : "2400000",
"tvam" : "216000",
"todam" : "@",

"tbill" : "2616000",
"setm" : "1",

"cap" : "2616000",
"insp" : "@",

"tvop" : "216000",
"tax17" : "o"

}s
"body"
{
"sstid" : "1254219865985",
"sstt" i "Ole s,
",
gy
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"tcpbs" : "@"
"cop" : "
"vop" : "216000",
"bsrn" : null,
"tsstam" : "2616000"
}
]J
"payments"
{

"iinn" : "125036",
"acn" : "252544",
"trmn" : "2356566",
"trn" : "252545",
"pcn" : "6037991785693265",
"pid" : "19117484910002",
"pdt" : "1665490061447"

¥
])
"extension": [
{
"key" : null,
"value" : null
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338 o 6,158 50 AESIGCM sy & s 5 03,5 XOR Olie LS U 1l |y Solasws ) goo
L (laows 5 52 JSON bl 55) oS XOR a5 0 457 0 L 47 ol IS5 1 0 XOR s
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import com.fasterxml.jackson.core.JsonProcessingException;

import com.fasterxml.jackson.databind.ObjectMapper;

import java.text.Collator;

import java.util.*;
public class CryptoUtils {
private final static ObjectMapper mapper = new ObjectMapper();

public static byte[] hexStringToByteArray(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int 1 = 0; i < len; i += 2) {
data[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i + 1), 16));

}

return data;

}

public static String normallson(Object object, Map<String, Object> header) {

if (object == null && header == null)

return null;
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Map<String, Object> map = null;

if (object != null) {

if (object instanceof String) {
try {
object = mapper.readValue((String) object, Object.class);
} catch (JsonProcessingException e) {

throw new RuntimeException(e.getMessage());

}
}

if (object instanceof Collection) {

»

JUls b

PacketsWrapper packetsWrapper = new PacketsWrapper((Collection) object);

map = mapper.convertValue(packetsWrapper, Map.class);
} else {

map = mapper.convertValue(object, Map.class);

}
}

if (map == null && header != null) {
map = header;

}

if (map != null && header != null) {

for (Map.Entry<String, Object> entry : header.entrySet()) {
map.put(entry.getKey(), entry.getValue());

}

}
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Map<String, Object> result = new HashMap<>();

flatMap(result, null, map);

StringBuilder sb = new StringBuilder();
List<String> keys = new ArrayList<>(result.keySet());
Collections.sort(keys, Collator.getInstance(Locale.ENGLISH));
for (String key : keys) {
String textValue;
Object value = result.get(key);
if (value != null) {
textValue = value.toString();
if (textValue == null || textValue.equals("")) {
textValue "H#"
} else {
textValue = textValue.replaceAll("#", "##");
}
} else {
textValue = "#";
}
sb.append(textValue).append('#");
}
return sb.deleteCharAt(sb.length() - 1).toString();
}

private static String getKey(String rootKey, String myKey) {
if (rootKey != null) {

return rootKey + + myKey;
} else {

return myKey,;

»
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}

private static void flatMap(Map<String, Object> result, String rootKey,
Object input) A

if (input instanceof Collection) {
Collection list = (Collection) input;
int i = 0;
for (Object e : list) {
String key = getKey(rootKey, "E" + i++);
flatMap(result, key, e);
}
} else if (input instanceof Map) {
Map<String, Object> map = (Map) input;
for (Map.Entry<String, Object> entry : map.entrySet()) {
flatMap(result, getKey(rootKey, entry.getKey()), entry.getValue());
}
} else {

result.put(rootKey, input);

}
}

private static class PacketsWrapper {
private Collection packets;

public PacketsWrapper() {

}

public PacketsWrapper(Collection packets) {
this.packets = packets;

}

public Collection getPackets() {

return packets;
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}

public void setPackets(Collection packets) {

this.packets = packets;

S eslizal NOrMallson eSstul dee 31 il o YL uS™ 55 CryptoUtils .ys™ 55 <

JSON (5;3LJb i (5! »» DotNet us™ Y-

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

using System;

using System.Collections;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Org.BouncyCastle.Crypto;

using Org.BouncyCastle.Crypto.Engines;
using Org.BouncyCastle.Crypto.Modes;
using Org.BouncyCastle.Crypto.Parameters;

using Org.BouncyCastle.OpenSsl;

using Org.BouncyCastle.Security;

using System.Security.Cryptography;
using System.IO;

using tax_collect _data_sdk_dotnet;

namespace ir.tax.gov.sdk.util
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{
public class CryptoUtils

{

public static byte[] StringToByteArray(string hex)
{
return Enumerable.Range(©, hex.Length)
.Where(x => x % 2 == 0)
.Select(x => Convert.ToByte(hex.Substring(x, 2), 16))
.ToArray();

}

public static string Normallson(object obj, Dictionary<string, string>
header)

{

if (obj == null && header == null)
throw new AccessViolationException();

Dictionary<string, object> map = null;

if (obj != null)

{
if (obj.GetType() == typeof(string))
{

if (obj.ToString().Trim().StartsWith("["))

{

ToList<object>((string)obj);

JsonConvert.DeserializeObject<object>((string)obj);
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if (obj.GetType().IsGenericType &&
obj.GetType().GetGenericTypeDefinition() == typeof(List<>))

{
PacketsWrapper packetsWrapper = new PacketsWrapper(obj);

map = ToDictionary<object>(packetsWrapper);

ToDictionary<object>(obj);

if (map == null && header != null)
{
map = new Dictionary<string, object>();
foreach (var headerElem in header)
map.Add(headerElem.Key, headerElem.Value.ToString());
}
if (map != null && header != null)
{
foreach (var headerElem in header)
map.Add(headerElem.Key, headerElem.Value);
}
Dictionary<string, object> result = new Dictionary<string, object>();

result =
JsonHelper.DeserializeAndFlatten(JsonConvert.SerializeObject(map));

StringBuilder sb = new StringBuilder();
HashSet<string> keysSet = new HashSet<string>(result.Keys);
if (keysSet == null || !keysSet.Any())

{

JUls b
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return null;
}
var keys = keysSet.OrderBy(x => x).TolList();
foreach (var key in keys)
{
string textValue;
object value;
if (result.TryGetValue(key, out value))

{

if (value != null)

{

if (value.Equals(true) || value.Equals(false) ||
value.ToString().Equals("False") || value.ToString().Equals("True"))

{
textValue = value.ToString().ToLower();

textValue = value.ToString();

}
if (textValue == null || textValue.Equals(""))

{
textValue "#"

textValue.Replace("#", "##");

»
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{

textValue = "#";

textValue = "#";

}
sb.Append(textValue).Append('#');

}

return sb.Remove(sb.Length - 1, 1).ToString();

}

private static string getKey(string rootKey, string myKey)
{
if (rootKey != null)

{

return rootKey +

+ myKey;

public static Dictionary<string, TValue> ToDictionary<TValue>(object obj)

{

var json = JsonConvert.SerializeObject(obj);
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var dictionary = JsonConvert.DeserializeObject<Dictionary<string,
TValue>>(json);

return dictionary;

}

public static List<Dictionary<string, object>> ToList<TValue>(string obj)

{

var dictionary = JsonConvert.DeserializeObject<List<Dictionary<string,
object>>>(obj);

return dictionary;

odd 0391 dalsl y3 a5 J.'fse oslaz.l JSONHelper CU @ 6;<i’ NS SINLAS 4

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

using System;

using System.Collections.Generic;
using System.IO;

using System.Ling;

using System.Text;

namespace ir.tax.gov.sdk.util

{

public class JsonHelper

{

public static Dictionary<string, object> DeserializeAndFlatten(string json)

{

Dictionary<string, object> dict = new Dictionary<string, object>();
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JToken token = JToken.ReadFrom(new JsonTextReader(new
StringReader(json)));

FillDictionaryFromJToken(dict, token, "");
return dict;

}

private static void FillDictionaryFromJToken(Dictionary<string, object>
dict, JToken token, string prefix)

{

switch (token.Type)
{
case JTokenType.Object:
foreach (JProperty prop in token.Children<JProperty>())

{

FillDictionaryFromJToken(dict, prop.Value, Join(prefix, prop.Name));
}
break;
case JTokenType.Array:
int index = 0;
foreach (JToken value in token.Children())
{
FillDictionaryFromJToken(dict, value, Join(prefix, index.ToString()));
index++;
}
break;
default:
dict.Add(prefix, ((JValue)token).Value);

break;
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private static string Join(string prefix, string name)

{

return (string.IsNullOrEmpty(prefix) ? name : prefix + "." + name);

S eslizul lide JSON (5Ll 5 (g1 s Normaldson .. i Ll s e CryptoUtils .ois™ 55 <

(string) &by Laol w9y Y-
fal> a5 1-¥-)

public static String getSignedText(String text, String algorithm, PrivateKey
privateKey) throws UnsupportedEncodingException, NoSuchAlgorithmException,
InvalidKeyException, SignatureException {

byte[] data = text.getBytes("UTF8");

Signature sig = Signature.getInstance(algorithm == null ? " SHA256WITHRSA"
: algorithm);

sig.initSign(privateKey);
sig.update(data);

byte[] signatureBytes = sig.sign();

return Base64.getEncoder().encodeToString(signatureBytes);
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public static string SignData(String stringToBeSigned, string
privateKey)

{

var pem =
END PRIVATE KEY 5

PemReader pr = new PemReader(new StringReader(pem));

AsymmetricKeyParameter privateKeyParams =
(AsymmetricKeyParameter)pr.ReadObject();

RSAParameters rsaParams =

DotNetUtilities.ToRSAParameters((RsaPrivateCrtKeyParameters)privateKeyParams)

5
RSACryptoServiceProvider csp = new RSACryptoServiceProvider();
csp.ImportParameters((RSAParameters)rsaParams);

var dataBytes = Encoding.UTF8.GetBytes(stringToBeSigned);
return Convert.ToBase64String(csp.SignData(dataBytes,
HashAlgorithmName.SHA256, RSASignaturePadding.Pkcsl));

}
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Random ¢ lize 1S slowl 0 o dze <

public static SecretKey getAESKey(int keysize) throws
NoSuchAlgorithmException {

KeyGenerator keyGen = KeyGenerator.getInstance("AES");
keyGen.init(keysize, SecureRandom.getInstanceStrong());

return keyGen.generateKey();

}
(V) 0, 65K 50 55 eslizal 5,5 50 RANAOM jluie ¢ sl | dze <

public static byte[] getRandomNonce(int byteSize) {
byte[] nonce = new byte[byteSize];
new SecureRandom().nextBytes(nonce);

return nonce;

}
IV 5 SecretKey ;i sstiul b s, &K 50, 0550 <
public static byte[] encrypt(byte[] pText, SecretKey secret, byte[] iv)
throws Exception {
Cipher cipher = Cipher.getInstance(“AES/GCM/NoPadding”);
cipher.init(Cipher.ENCRYPT_MODE, secret, new GCMParameterSpec(128, iv));

return cipher.doFinal(pText);

}

Q‘_}T})O)J,{XOR o}>u'~\§ <

public static byte[] xor(byte[] a, byte[] b) {

int alen = a.length;

int bLen = b.length;

int min = 0;
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int size alen > blLen ? alen : blLen;

byte[] c new byte[size];

if (size == alLen) {

min = blLen;

System.arraycopy(a, min, c, min, size - min);
} else {

min = alen;

System.arraycopy(b, min, c, min, size - min);
}
for (int i = 0; i < min; i++) {

c[i] = (byte) (a[i] "~ b[il]);

}

return c;

CH s Y4
35S sl 1, Secret Key 5 IV s g5 bslai SulS” &) 5o s bYtE[] L il 5 o CH# 5
D AS ENCIypt 1y s e 55 gy

public static string AesEncrypt(byte[] payload, byte[] key, byte[] iv)
{

var cipher = new GcmBlockCipher(new AesEngine());

byte[] baPayload = new byte[0];

cipher.Init(true, new AeadParameters(new KeyParameter(key), 128, iv,
baPayload));

var cipherBytes = new byte[cipher.GetOutputSize(payload.Length)];

int len = cipher.ProcessBytes(payload, ©, payload.Length, cipherBytes, 9);

cipher.DoFinal(cipherBytes, len);
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return Convert.ToBase64String(cipherBytes);

}
public static byte[] Xor(byte[] left, byte[] right)

{
byte[] val = new byte[left.Length];

for (int 1 = 0; i < left.Length; i++)
val[i] = (byte)(left[i] ~ right[i]);
return val;

}

RSA-OAEP-SHA256 (3 liol 595 4 (5108 30 by & —0-)

lol> a5 V-9

public static String encrypt(String text, PublicKey publicKey) throws
NoSuchPaddingException, NoSuchAlgorithmException, BadPaddingException,
IllegalBlockSizeException, InvalidKeyException {

Cipher encryptCipher = Cipher.getInstance("RSA/ECB/OAEPWITHSHA-
256ANDMGF1PADDING");

encryptCipher.init(Cipher.ENCRYPT_MODE, publicKey);

byte[] secretMessageBytes = text.getBytes(StandardCharsets.UTF_8);
byte[] encryptedMessageBytes = encryptCipher.doFinal(secretMessageBytes);

return Base64.getEncoder().encodeToString(encryptedMessageBytes);

}
C# a5 Y-0-\

public static string EncryptData(String stringToBeEncrypted, string
publicKey)

{

try
{
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AsymmetricKeyParameter asymmetricKeyParameter =
PublicKeyFactory.CreateKey(Convert.FromBase64String(publicKey));

RsaKeyParameters rsaKeyParameters =
(RsaKeyParameters)asymmetricKeyParameter;

RSAParameters rsaParameters = new RSAParameters();

rsaParameters.Modulus =
rsaKeyParameters.Modulus.ToByteArrayUnsigned();

rsaParameters.Exponent =
rsakKeyParameters.Exponent.ToByteArrayUnsigned();

RSACng rsa = new RSAChg();

rsa.ImportParameters(rsaParameters);

string base64 =
Convert.ToBase64String(rsa.Encrypt(Encoding.UTF8.GetBytes(stringToBeEncrypted
), RSAEncryptionPadding.OaepSHA256));

if (baseb4.Length % 4 == 3 )
{

base64 += "=";
} else if (base64.Length % 4 == 2)

{

base64 += "==";

}

return base64;

}

catch (Exception e)

{

return "error";
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curl --location --request POST '
https://tp.tax.gov.ir/req/api/tsp/async/normal-enqueue’ \
--header 'requestTraceld: 346edbfa-cf5f-1lec-9d64-0242ac120002"' \
--header 'timestamp: 1645619844431' \
--header 'Authorization: Bearer
eyJhbGci0iJIUzUxMiJ9.eyJjbGl1bnRUeXB1IjoiTUVNT13ZIiwicGVybWlzc21lvbnMiOlsic2Vs
Zi10c3AuYXN5bmMuZmFzdC11bnF1ZXV1Iiwic2VsZil@c3Auc31luYyIsInN1bGYtdHNwLmFzeW57jL
m5vcmlhbC11bnF1ZXV1I10sInBhY2t1dFR5cGVzIjpbImludm9pY2UuZHIhZnQudjAwIiwiZ2VeX2
Zpc2NhbF9pbmZvcmlhdGlvbiIsImlucXVpcnlfYnlfdGltZVOyYW5nZSIsImlucXVpcnlfYnlfdGN
uliwiaW5xdWlyeV9ieV90aW1llIiwiZ2VOX3Rva2VuliwiZ2VeX3N1lcnZpY2Vfc3R1ZmZfbGlzdCIs
Imd1dF91Y29ub21pY19jb2R1X21uZmOybWFOaWOUIiwiZ2VOX2Zpc2NhbFImdWxsX21luZm9ybWFoa
WOuIiwiaW5xdWlyeV9ieVOyZWZ1cmVuY2VFbnVtYmVyIiwiZ2VOX3N1lcnZlcl9pbmZvcmlhdGlvbi
JdLCIpc3Mi0iJuQVggT3InYW5pemFOaWouIiwialWQiOiJOZXNOLXN1bGZOY3AtbWVtb3I5LW1KLTE
iLCJ1eHAiOjE2NDU3MjkzNzUsInRheHBheWVySWQi0iJOZXNOLXRheHBheWVyLW1kLTEifQ.z0rQZ
TXjdgLN7kiQ22-
h@95HUOex3hK3tSg2RvASis021mS9xYOha3kBDVf8rN6egbrHriWwuc7u3kvsqqg34fcCw' \
--header 'Content-Type: application/json' \
--data-raw '{
"packets":[{

"uid": "346edbfa-cf5f-1lec-9d64-0242ac120002",

"packetType": "INVOICE.Ve1l",

"retry": false,

"data":
"Mt21/b9FrZtxzM8+SGdNXVSCwHfPioM1X026yx6n9cUbwHaZSL68IX6bhVAMKhyiEyntIx@VTn7C
moheshfLtCOdE@SaIxClte3qQw5NSzW85t8VIAYnd9rqOufapmSGUa5Vs+YNhX2QAEQGHYMcVS8uK
0S++zIthLhm58DDK+v5iH+R240nvgVT79b/bH20431ig/DwkT/@hXVvW/IbEvImrhf4QjMxz9ceEyTC
en5fzYdaHdWd5/Y8Ci+5QAE9YrgqkKDoPhJtiS6UjrY2/hS+iQmk/FnO5pNC8XNT+R4D90iDwgZm0z3
KV6MF1494ELT70FQborCgzxXjjzOY1RB6bgWxgvTvs8b8YzoXKsabIUSACoFHMOHXxpyGFmOk5VcXY
cVI9yTKFS/RpVSRFWYz5IT4qUQOhikj6HfVvrscKn5CFYVQCcPpYX8Y7nWHPeY+PW/g6tJ+xZ2Z8d2r6Q
KdvMXU6GZjb2Kvqf8FpVzeDNx065/CaYtelAn5H+dimVzOXIQ7UE7pglZcsv2fy2EC8IpFvOAnual
eKvcS1uBpGj6vx1Pa5dKS1FucTFQG8as1lv55X76bg015gCpMglVHIAdN3wDqvp30ceHv/BS9xd2Dw
kg35eGztMpj3hEHV1IDHAMVF26L5A9vkCOR2efTjX6rQhJwlP/kGTVhkneV32HcAF562LNTqodxcVN
+s/NDGAbFHeND6LVOnEnwCSmuW40PokR19wCuBnxGaxQ9xQqVowgo2optTgeGK2EVnNwxWgd1VXp2
2d9AVrzTogh3pxXNmyY04JUihUkN6Vgmx1lnclcdDmtGEC51hNsDuFcibBLh/Q4MD4MchkHZBxqHId
IMF/yt7QZPWiEvBcvIRIe36tBzbd6sNed1KycDM3kAVEQPJIgBH6Q]jsmbgXDJ+F4f2elW/GD5z0V72+
oWLvugHQJf90NxBB9jowQZBj20tBjoww506kfIEeu7h8k26F7PWAF5AbC+61er4xKD7mDxDDmIOqe
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bBXetgCOUdcWhIZ4MvAOMmRsZsY1Z1Noz4eFfLonL3U78C33e2EYICYsFstSATBYFBONWSoM66551
0a6QQGZPyad1AKQIMZtR1UKR/1VKgHaKfyqqQGGdmgOjmlHUY+5Lm4J911Z8ETqs0@sS383TO6BNiF
HT1X+ApFn8UbM3gKORiAle5F8v4I5e7dqTb+et2Ivxee5TEKNXZXIoMGXFrQE/bhodW8A9kGi/yel
udMcoxczmYSxWXXSdSbnlTHstcT7Fa2G31c1wOLDdVsq20yCK9vGCMgSNu9PMrefUb/3jP/a71d15
ecSN1QDbGdZe3ASkVQ8b356culW6yuqECbvqlEeI1J1bBIOT3wthKRVTcVRITYvrLzf8ebdjAmysc+h
rgnQlFuJnwxoX6wXfnw+2phlKMiaPrLH6p+bnm7+AUiaGu/LuSdBIPzYNQOEIrkIS5DrJi5KHN9]jD
4b3gCQ97B8qspBspvd3mYLLVHQGU+qa4GP5EdoiU76VvFzAHSHU+TOTDmMKSs9ONQ7 jUwuF1Uov3+Fx/M
LhUYkWyyDogbwGiyauK5wdgwhUi4AmBR8SWNMG/TXGIdB7xIsMydNOJOctKDIzTK@odvd4d7VkosN
wVzhQw6C90kLImBblnIbJQt0OQZN5MIzXG6MfGkbgl6g/zFPRKIF7+X9u9Vt83uUCx3ftrmdf{/9uN
+5hbVep2gyxmMmig4Lw2ukg8vyRSzDe7iACkFQWX02Vstb1U3ZIT2iCzVNGYEYgsLLQdAVO8yIjn8P
fIuGsytMAQqQx9iH2Q32rZghB8vGsIQwBznKywv/uSwYRj1LVEN1dgGogfXgjFdbdhjBzXLgbbLQ8+
FVieGfCY88mRRKtkmzLnGItwTenaNCsfrDDg7Be0/SCzuqij2POreWoV2X7zCQWKCThTWUWRUOIMO
nCdRIoshg2U2E/IQ+AIt40QW]jIFOQSY2cY4GUUVPXgwiFNVKV3xXkYE3YyfeglPhISKjlWnth9+Vv17
/C2IBGXXXVQxoLLgheq6IMLArZ6NObvKX4y@Z2PE@COTfpwYXxBxEop6SdVAhFy3mZ1C5Wg4FacctoG
EJRpFCuYT59cIMF1xquwuMRyRBXr{fGGz0dZe/1I41/snweEgbXG2bXM/24/WOhdD3rROX0+K+wmso
bkoBUyTamhZDI8uuaHTYx1zQ/SJ9BgaV6C70s+K7jiUjXIgcOyinsmsk@B3yoq5tCqpIfcyZ5hbHw
R7Vqc+2TgtygmQXMjg+Tu301j3]/XqsebUoFy+RTMOhEMfMyGMmXQeX4X2I1Z5fa98hglPdsdrvm4]
mDvfjDnLCOpLDNeHqVvEhKj8p9Kmxwdox61Ve58UeWwZA5ZH70/Krk+NdFzualg=",

"encryptionKeyId": "31cf3ell-c468-4b14-90a4-d7c8c7e72fd5",

"symmetricKey":
"cBAkPRW8JJiouzZMezLgiqIgtaqjUcWlNr2CoZj6uH4ESMIFIjTgR7kd0j5msAlblf5vcN21AYtv3
3+UHNipMObAG30QIf9TnCQgNY+fbalFHQ15Em7 /VE+5WYEr+N5uPnRHX/JK2j/A2/jiwwYmi9+Gey
FK2QQYGLUYrfPUw+ifUGlvelldPAocwkD1RxZVXp+hV1L2fKxSwDUCVF5Uvr5jX8ACwmMa8t5qCco
w/XWXumod1BfE9sPOUon0Z1hVINscJYrN4y7MGORe88F /WRyL4grznetSSKOSAGTrGVf1KZ1Mm3ng
DF+0+8+t1WtVzF5Hj0zv60DAiIX3ikS03efMbFtGGQ5WygoEhhWLEt9/CqikEm7qHESTOiQ+pE+flo
TNXfh4eGH/+j9zeI//uLxcHSH/TnTmUlGxlareNXakumtcrKKulNAw2Mm7 F+XBLKXXMfW31JrTPd3
/hpycPTVpu/6S0/7IMKUA44+1irWw5AaX17j4EDWF72AvVDICP1h2Qw7KrW7ud4HFeT3Q115L2vuP/E
TWvFVgBitP5DbdB9nFoSb8NwKZn6AqGgYalOVz+8Y8SHgEBueix3V4e5PIm31WTbViggnANPATV t
T3ZL3b3yBkjvQpvbc2CtstXgGO5C16FzZWX16UiR+IYZ7ahOolaTwmZr+GIA87ZLjKak4=",

"iv": "4fda3c622e966€0839441401bbd3b8+191d4267bf5f19b40812a34b212fd3ed9",
"dataSignature"
"VSvyWrpmT1TwI8I1vUUeOwFOEGNFMZ/2dPgM1tjOOvr8agPDHoTOiL533XxqvFCauCOfaFs6iVpw
dccwAtXfsFJ4wNQF3Mgrl1I9unlv5AEePPeXAUp46CK14Ny5sm3WGDTdnezx1+4FBCvO5uP@7RkeDw
ASyYOySFdW19d6fHes7KNkaLW72NetbTazZWytQtHx7ib+7cJyG+54eLAY3L6EIUuoNiRSI1C1Pn53Q
8AT9OURVBUPSCcpizZhg/YINQXrunF2YH/LbTSqckwFsdukqg6BGZIbagPwMfvm2WdPZLNTEW/BgNm
2SmSNwxqivQb1lAY2mcfNgO6dkyDCRVWTUeA==",

"fiscalld": "AA56CD"

}]J

"signature":
"FohMakKg@WRMPQDONnStssK2iP@bbFojw7w+NVUoW]jTdyRFNeKBQeLPOFpL3r5u6E1iSKUi03vull
vBzEbAaFBUEHSbmyr3qOTNOCpuORdzgHDT/oNk/evvpOoEFt3LvowfLBoxNLDhAGrzD1K56j1Rco9
3U4iplIgKzFmmOhlmByzTfDEeSFLX/22Gy9regeYtTg9scl12URu7csVttUr8YjcqFxuR8214motzd
Rf6jR709YZmskarPXavPsDr8buz7dzOHIOhIeokOvToyG3J1bAVM10SAWREq1IXx0czI5jLnMiI8N3
1s8rvnypKzo5yWDOFXECTrLfRr+8MgK42Sw=="
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"signature"”: ,

"signatureKeyId": "",

“timestamp": 1652605524,

"result": [

{
"uid": "8a@0fl7a-bd35-46bc-ae52-3f61fab868c2",
"referenceNumber": "967072eb-203e-428e-b9bb-6d2efdb9d356",
"errorCode": null,
"errorDetail": null

:U»';\,u)c),yﬁ@\};);@gaﬂ o

"signature": s
"signatureKeyId": "",
"timestamp": 1652605524,
"result": [
{
"uid": "8a@0@f17a-bd35-46bc-ae52-3f61fab868c2",
"referenceNumber": null,
"errorCode": "5008",
"errorDetail": "invalid.request.uid"

o 9 S8l s Wi Y-V
:CURL <45 @
curl --location --request POST

--header 'requestTraceId: 1655185848687"' \

--header 'timestamp: 1655185848687 "' \
--header 'Content-Type: application/json' \
--data-raw '{
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"time": 1,
"packet": {
"uid": null,
"packetType": "GET_TOKEN",
"retry": false,
"data": {
"username": "test-tsp-id-1"
})
"encryptionKeyId": "",

"symmetricKey": R
11} ivll : n ll’
"fiscalld": "",

"dataSignature":

}J

"signature":
"TiTdkclswu3Krc8ZM7MQVEYy7ZWzImBPS11CQrIedhLGdRPRrmomVo+UkbdzRyuth9G4Enbg0Ojnjz
S5WJIcfO8MuBVouASTMfv/0COhAkxTudQtWzUOOd6BU/YiRT5alNwdey@dMsn3TO831uLv9iG/1KKz9
ewUem@RwBYOnehD6rJFXHirGDfJPHBOTSHCqHL1vQe@ILZAQwaTTieEE8ZNWXWNr53BS2KXRKX8+M
leoU18LWUN6WZS/zs3auOKSRSO5pgIVq6zZCadd5D7v1hrwlKB/Xf04pv8GexAx2dbRMiGG5eumQG
BcLo1RvIW2mZsGu+dQRm/NwnIpN7CP5qlkg=="

}

"signature": null,
"signatureKeyId": null,
"timestamp": 1655185988494,
"result": {

"uid": null,

"packetType": "TOKEN_RESULT",

"data": {

"token":
"eyJhbGci0iJIUzUxMiJ9.eyJjbGl1lbnRUeXB1lIjoiVFNQIiwidG9rZW5JZCI6IjZ10D1hZDQ3L
TB1ZjQtNDRMNCOS5YWZKLWIS5Mjd1NDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5m
YXNOLWVucXV1dWUiLCIOc3AuYXN5bmMubm9ybWFsLWVucXV1dWUilLCIOc3Auc31luYyJdLCIwYWN
rZXRUeXBlcyI6WyJHRVRTRUNPTKkONSUNTQO9ERVOITkZPUk1BVE1PTiIsIk10UVVIUl1fQ11fVE
INRSIsIkdFVFOTRVIWRVIFSUSGT1INQVRITO4iLCIITIFVSVIZX0IZX1VIRCIsIk10OUVVIU11fQ
11fUKVGRVIFTKNFX@5VTUJFUiIsIkdFVFOUTOtFTiIsIkdFVFOGSVNDQUXFSUSGT1INQVRITO41
LCIIT1ZPSUNFL1YWMSIsIk10UVVIU11fQl1fVEINRVOSQUSHRSISIkdFVFOTRVIWSUNFX1INUVUZ
GXOxJU1QiXSwiaXNzIjoiVEFYIE9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC1Oc3AtaWQtMSIsIm
V4cCI6MTYINTIWMDMAOCWiY3J1YXR1RGFOZSI6GMTYINTEANTk40DQ5MNn0.SFO6IpHSdSEKHDCOV
1X70qgVITzy5S3ksehSHSbdrfwiaYxDT1mMn541TV8zP-HowhBs8ulfjs S81kiZONA4FA",
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"expiresIn": 1655200388492

}s
"encryptionKeyId": null,

"symmetricKey": null,
"iv": null

BS990 99 bxe U § (5390 Sl dlbl> DMl Skl Y

:CURL ¢4 @

curl --location --request POST

--header 'requestTraceId: 1655188530459"' \
--header 'timestamp: 1655188530459"' \
--header 'Authorization: Bearer
eyJhbGci0iJIUzUxMiJ9.eyJjbGl1bnRUeXB1lIjoiVFNQIiwidG9rZW5JZCI6IjZ10D1hZDQ3LT
B1ZjQtNDRmNCOS5YWZKLWI5Mjd1INDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5mY
XNOLWVucXV1dWUiLCIOc3AuYXN5bmMubmOybWFsLWVucXV1dWUilCI@c3Auc31luYyJdLCIwYWNr
ZXRUeXB1lcyI6WyJHRVRFRUNPTKkONSUNfQOOERVOITkZPUk1BVEIPTiIsTk10UVVIUL1fQl1fVEL
NRSIsIkdFVFOTRVIWRVIfSUSGT1INQVRITO4iLCIITIFVSVIZX0IZX1VIRCIsIk1OUVVIUL1fQl
1fUKVGRVIFTKNFXO5VTUJFUiIsTIkdFVFOUTOtFTiIsIkdFVFOGSVNDQUXFSUSGT1INQVRITO41L
CJJT1ZPSUNFL1YWMSIsTIk1OUVVIUL11fQl1fVEINRVOSQUSHRSIsIkdFVFOTRVIWSUNFX1NUVUZG
X0xJU1QiXSwiaXNzIjoiVEFYIE9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC10c3AtaWQtMSIsImV
4cCI6GMTYINTIwMDMA0OCwiY3J1YXR1IRGFOZSIEMTYINTEANTk40DQ5MNO.SFO6IpHSASEKHDCOV1
X70qgVITzy5S3ksehSHSbdrfwiaYxDT1mMn541TV8zP-HowhBs8ulfjs S81kiZON4FA' \
--header 'Content-Type: application/json"' \
--data-raw '{
"time": 1,
"packet": {

"uid": null,

"packetType": "GET_FISCAL_INFORMATION",

"retry": false,

"data": null,

"encryptionKeyId": "",

"symmetricKey": ,
Lo

"fiscalId": "AA56CD",

"dataSignature":
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"signature":
"WjLOC+zYwHyJOXZCntfGw59tuz9jUyjPLFWIq7j8K0Z1VKFrGuSaxFXukndEONCF3jKHFGBUqu
Fe9jGCktGBRz6b+0BycCZItHABcwiyTkrg+nLfduBEc6bhRA48ZiKBBNAM/8RRSRj8tCOA0OStj7

90gdw10SkS1yYZ4tOKRfxV12a21wGWSF5ahsyt3LQptloKUjZTrHt6UtVU2WVIPNFkb4p6P/pw2
YjA8YfcHCdn/WqrCFvA4YC+09cv1qwRdxk8tEfxzyiczStRrd53q8UVZDBjXJIIwel7GTeSWI9+h

bCqcpAeHhK8cbUi7grdVkBgXucBlVE6Lfam+/SqBDOA=="
}I

"signature": null,
"signatureKeyId": null,
"timestamp": 1655188711025,
"result": {
"uid": null,
"packetType": "FISCAL_INFORMATION",
"data": {
"nameTrade": "AA56CD",
"fiscalStatus": "ACTIVE",
"saleThreshold": 50.0,
"economicCode": "12345678911234"
3
"encryptionKeyId": null,
"symmetricKey": null,
"iv": null

me)fﬂcﬂl'im)“” °
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: (Inquiry_by_uid) UID & b 31 p¥xiwl V-F-Y

curl --location --request POST

--header 'requestTraceId: 1655186523487"' \
--header 'timestamp: 1655186523487"' \

--header 'Authorization: Bearer
eyJhbGci0iJIUzUxMiJ9.eyJjbGl1lbnRUeXB1lIjoiVFNQIiwidGOrZW53ZCI6IjZ10D1hZDQ3LT
B1ZjQtNDRmMNCOS5YWZKLWISMjd1INDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5mY

:CURL 44 ©

XNOLWVucXV1dWUiLCIOc3AuYXN5bmMubmOybWFsLWVucXV1dWUiLCIO@c3Auc31uYyJdLCIwYWNr
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ZXRUeXB1lcyI6WyJHRVRTFRUNPTKkONSUNfQOOERVOITkZPUKk1BVEIPTiIsIk10UVVIUL1fQl1fVEL
NRSIsIkdFVFOTRVIWRVIFSUS5GT1INQVRITO41iLCIITIFVSVIZXOIZX1VIRCIsIk1OUVVIU11fQl
1fUKVGRVIFTKNFXO5VTUJFUiIsIKkdFVFOUTOtFTiIsIkdFVFOGSVNDQUXTSUSGT1INQVRITO41L
CJJT1ZPSUNFL1YWMSIsIk1OUVVIUL11fQl1fVEINRVOSQUSHRSISIKkdFVFOTRVIWSUNFX1NUVUZG
X0xJU1QiXSwiaXNzIjoiVEFYIE9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC10c3AtaWQtMSIsImV
4cCI6MTYINTIwMDMA0OCwWiY3J1YXR1RGFOZSIGMTYINTEANTk40DQ5MNO.SFO6IpHSASEKHDCOV1
X70qgVITzy5S3ksehSHSbdrfwiaYxDT1mMn541TV8zP-HowhBs8ulfjs S81kiZON4FA' \
--header 'Content-Type: application/json' \
--data-raw '{
"time": 1,
"packet": {
"uid": null,
"packetType": "INQUIRY_BY_UID",
"retry": false,
"data": [
{"uid":"3b33584c-331e-4fbc-97ea-8d294a2009db", "fiscalld":
"AAS6CD"}
, {"uid":"8d595073-6349-423e-847f-83ae8a126394","fiscalld": "AA56CD"}
, {"uid":"ceb286fd-b30f-49d7-97ca-640e91652f6f","fiscalld": "AA56CD"}

15
"encryptionKeyId": "",

"symmetricKey": s
llivll : n IIJ
"fiscalId": "",

"dataSignature":

}s

"signature":
"Vny+goEh3eDH1HCijyvD7LLVvUi+iAJEmgk18jclyp73SrNHzORHaFbsgXICN5F52zV8HPfa3YI
cddBi3ZjVNVs9RA+HsEHolavOecPL0o9A0IGS7y+BtvV1FBKLTizbflpejprrSvN78ledIQmEsjg
MM1iVZA1zexQ8HU73/kf3fIyaviXXVyVcwM7DFqiyVdVV4IX3k1lJIYVzyamUO8PD19zTcwQMxwiSd
QiQ/plztxOwzP2UTyLmy47jskdIVjpDseM1iSEt6fy+18R981iqvBFiKi5njo50Nr+yTHQuUSTfwF
X6I2uhYNML6/aC8EBYFbTjVulXyIOrM7CgnP77SbavA=="

}

: (Inquiry_by_reference_number) ol jeo <8l 5o (SUS vy b pM=! Y-F-Y
CURL@‘?)JJLA)‘M}N ®
curl --location --request POST

"'"https:
--header 'requestTraceld: 1655186644886"' \

--header 'timestamp: 1655186644886"' \
--header 'Authorization: Bearer
eyJhbGci0iJIUzUxMiJ9.eyJjbGl1bnRUeXB1IjoiVFNQIiwidGOrZW5JZCI6I§210D1hZDQ3LTB1
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ZjQEtNDRmNCOS5YWZKLWISMjdINDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5mYXNOL
WVucXV1dWUiLCJOec3AuYXN5bmMubmOybWFsLWVucXV1dWUiLCJOc3Auc31luYyJdLCIwYWNrZXRUeX
BlcyI6WyJHRVRTFRUNPTKONSUNTQOOERVOITkZPUk1BVEIPTiIsTk10UVVIUL1fQl1fVEINRSIsIkd
FVFOTRVIWRVIfSUS5GT1INQVRITO4iLCIITIFVSVIZX0OIZX1VIRCIsIk1OUVVIUL11fQl1fUKVGRVIF
TKNFXO5VTUJFUi1iIsIkdFVFOUTOtFTiIsTkdFVFOGSVNDQUXFSUSGT1INQVRITO4iLCIIT1ZPSUNFL
1YWMSIsIk1OUVVIUL1fQl1fVEINRVOSQUSHRSISIkdFVFOTRVIWSUNFXINUVUZGXOxJU1QiXSwiaX
NzIjoiVEFYIEO9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC10c3AtaWQtMSIsImV4cCI6GMTYINTIwMDM
40CwiY3J1YXR1RGFOZSI6MTYINTEANTk40DQ5MNO.SFO6IpHSASEKHDCOV1X70qgVITzy5S3ksehS
HSbdrfwiaYXDT1mMn541TV8zP-HowhBs8ulfjs_ S81kiZON4FA' \
--header 'Content-Type: application/json' \
--data-raw '{
"time": 1,
"packet": {

"uid": null,

"packetType": "INQUIRY_BY_REFERENCE_NUMBER",

"retry": false,

"data": {

"referenceNumber":
["04af9b37-07e4-4019-88c2-efeaa844552f","99fab38b-b32f-49cb-89d8-

71e52cae2d91", "6c2983cb-0fed-4dad-b93f-2e30e9652631" ]

}s
"encryptionKeyId": "",

"symmetricKey": )
11} ivll : n ll’
"fiscalld": "AA56CD",

"dataSignature":

}s

"signature":
"MMy9CYOJEIPEYg1I0gNbahYLIfST7VEEYA7bXr7/ZTHjvYMEoUeFQU9EcaN2sThx/833abKw7FDoO
cHeICnEBCWngcOWowS1ZScfWlviW8hrRQLAAZjaZcPw@IUXLgkM2rdUDPTBY8ENUbOGmMGvVDajcOOF
NbO3GAtRD97szK8Na56qSDsnG7uDpgxS2r+xIQJtUKxJIFJyL1i57u2wZbwUCw2uN70cdeXDDe8oLZ
I2CQxvwu/TV+vzaFOPqlTYtLk54H82ShFtXtagbHnt7RTtX70a0s0P16SYxDaMfrrOEuVOp3FIS1F
wz3TZzYFOOAVaSExvO5UT5FRXKSOZDWhzPw=="
)

(INQUIRY_BY_TIME) uloj 3l oalaiw! b plons pé Iyl (Sddin Sdlas cdb o ¥-£-Y

:CURL 4405 @

curl --location --request POST
""https:
--header 'requestTraceld: 1655186330848' \

--header 'timestamp: 1655186330848"' \
--header 'Authorization: Bearer

eyJhbGci0iJIUzUxMiJ9.eyJjbGl1bnRUeXB1IjoiVFNQIiwidG9rZW53ZCI6IjZ10D1hZDQ3LTB1

Ve 8T amio




RC_TICS.IS_V1.1 * * ! ™ .
by e, Jlof & S 1w
VFe) olo 40 * ) /p‘}t‘)h/fuu'b

ZjQEtNDRmNCOS5YWZKLWISMjdINDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5mYXNOL
WVucXV1dWUiLCJOec3AuYXN5bmMubmOybWFsLWVucXV1dWUiLCJOc3Auc31luYyJdLCIwYWNrZXRUeX
BlcyI6WyJHRVRTFRUNPTKONSUNTQOOERVOITkZPUk1BVEIPTiIsTk10UVVIUL1fQl1fVEINRSIsIkd
FVFOTRVIWRVIfSUS5GT1INQVRITO4iLCIITIFVSVIZX0OIZX1VIRCIsIk1OUVVIUL11fQl1fUKVGRVIF
TKNFXO5VTUJFUi1iIsIkdFVFOUTOtFTiIsTkdFVFOGSVNDQUXFSUSGT1INQVRITO4iLCIIT1ZPSUNFL
1YWMSIsIk1OUVVIUL1fQl1fVEINRVOSQUSHRSISIkdFVFOTRVIWSUNFXINUVUZGXOxJU1QiXSwiaX
NzIjoiVEFYIEO9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC10c3AtaWQtMSIsImV4cCI6GMTYINTIwMDM
40CwiY3J1YXR1RGFOZSI6MTYINTEANTk40DQ5MNO.SFO6IpHSASEKHDCOV1X70qgVITzy5S3ksehS
HSbdrfwiaYXDT1mMn541TV8zP-HowhBs8ulfjs_ S81kiZON4FA' \
--header 'Content-Type: application/json' \
--data-raw '{

"time": 1,

"packet": {

"uid": null,
"packetType": "INQUIRY_ BY_TIME",
"retry": false,
"data": {
"time"
14010321

}s
"encryptionKeyId": "",

"symmetricKey": )
11} ivll : n ll’
"fiscalId": "",

"dataSignature":

}J

"signature":
"elHDykQjZBzgMIONIMSEVR+dYFDcAbowWFOOVEZzI31WRuBwWMVmmmYkXg6b4q60Ij+78Cgwd106]04
5zuaH1eNSxVc67xr7hagpnyvnVQYt20t3Y5Rk+MJIOBkyfEQ6qv45yzV2kwe5CkfCAH2ccvFnnkEGd
015Co0aAyJk51hWNTPpGmOdXAwoEOUE2gjDRZqtRsgzMOmum5ep7GoPQ/8WildWNgxuVRLaWIgNmZs
EuBDVLgJIsY7xFMGczFCyZt1NwZwV1FVTDZVmn8XNDClu7e0IRX/krnF932EAXWiWG5zidyr/geXyz
gpmFevQQbelOeedCuLcFVT+GrNGfIUuzakw=="

b

o3 3 eolisul Ly pLSoct i Al Sy Slalias cblyss F-F-Y
(INQUIRY_BY_TIME_RANGE) sk}

CURL ¢, @

curl --location --request POST

""https:
--header 'requestTraceId: 1655187263981"' \
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--header 'timestamp: 1655187263981"' \
--header 'Authorization: Bearer
eyJhbGci0iJIUzUxMiJ9.eyJjbGl1bnRUeXB1lIjoiVFNQIiwidG9rZW53ZCI6IjZ10D1hZDQ3LTB1
ZjQEtNDRmNCOS5YWZKLWISMjdINDM1ZmI2NyIsInBlcmlpc3Npb25zIjpbInRzcC5hc31uYy5mYXNOL
WVucXV1dWUiLCJOec3AuYXN5bmMubmOybWFsLWVucXV1dWUiLCJOc3Auc31uYyJdLCIwYWNrZXRUeX
BlcyI6WyJHRVRFRUNPTKONSUNTQOOERVIITkZPUk1BVEIPTiIsIk10UVVIUL1fQl1fVEINRSIsIkd
FVFOTRVIWRVIFSUSGT1INQVRITO4iLCIITIFVSVIZX0IZX1VIRCIsIk10UVVIUL11fQl1fUKVGRVIF
TKNFX@5VTUJFUiIsIkdFVFOUTOtFTiIsIkdFVFOGSVNDQUXfSUSGT1INQVRITO4iLCIIT1ZPSUNFL
1YwMSIsIk1OUVVIUL1fQ1l1fVEINRVOSQUSHRSISIKkdFVFOTRVIWSUNFX1INUVUZGXOxJIU1QiXSwiaX
NzIjoiVEFYIE9yZ2FuaXphdGlvbiIsImlkIjoidGVzdC10c3AtaWQtMSIsImV4cCI6MTYINTIwMDM
40CwiY3J1YXR1RGFOZSI6MTYINTEANTk40DQ5MNO.SFO6IpHSASEKHDCOV1X70qgVITzy5S3ksehS
HSbdrfwiaYXDT1mMn541TV8zP-HowhBs8ulfjs S81kiZON4FA' \
--header 'Content-Type: application/json' \
--data-raw '{
"time": 1,
"packet": {

"uid": null,

"packetType": "INQUIRY_BY_TIME_RANGE",

"retry": false,

"data": {

"startDate"
14010321,
"endDate"
14010324

}s
"encryptionKeyId": "",

"symmetricKey": 7
11} iVII : 1] Il’
"fiscalId": "",

"dataSignature":

})

"signature":
"I/xb+7NttCGMd2+vw3qOWrV1FTKRHgcXDB+TBnOKTLrLg8bFLVT+Q7XSUNTDAXi5wo+Sn5sDGpIl
JjDF+nb66y3XnBP31ssbwkMTMem1NG1r6MWUednt6SYg2WNggaDCsHUmT1dfijVX7N/KUlmgnuVcMx
OLEo8xf706UawldYsOMrgbw2NWBZkrlYaFQQ09QdIzA5LXxBjguumSW10D9fziFcyP+itTK91/FUzZ
j2uQCx/C/gzcWbZu/MdxMd1dZ0y8MjWgCVccTe9oKPcVSKE8sWggiz1Vp6dClauekOeBbhj1lFQh1E
sOyxN1OFVgbj2PIAP/im58LaKqe@9GBbc4A=="

}l
P! S Cwwlgs 30 Fewl diged O-F-Y

"uid": null,
"packetType": "INQUIRY RESULT",
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"data": [
{
"referenceNumber": "967072eb-203e-428e-b9bb-6d2efdb9d356",
"uid": "8a@ofl7a-bd35-46bc-ae52-3f61fab868c2",
"status": "SUCCESS",
"data": {
"confirmationReferenceld": "d4c@e7e6-d42e-1lec-9d64-0242acl120002",
"taxResult": "SUCCESS"
}J
"packetType": "RECEIVE_INVOICE_CONFIRM",
"fiscalld": "SAU5BC"

}

])

"encryptionKeyId": null,
"symmetricKey": null,
"iv": null

Ua.>-L).)‘.)C)Q)y))rm‘éu@‘y)écw\iﬂw

"uid": null,
"packetType": "INQUIRY RESULT",
"data": [
{
"referenceNumber": "6df7b185-5254-41f58-b3e6-61169b5d5929",
"uid": "3b33584c-331e-4fbc-97ea-8d294a2009db",
"status": "FAILED",
"data": {
"confirmationReferenceId": null,
"taxResult": "memory-id.is.null"
})
"packetType": "ERROR",
"fiscalld": null

}

1,
"encryptionKeyId": null,

"symmetricKey": null,
"iv": null
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(GET_SERVER_INFORMATION) 1 yus SleSo! b 35 —8-Y

curl --location --request POST
"https:
--header 'requestTraceld: 1654938179880' \
--header 'timestamp: 1654938179880' \
--header 'Content-Type: application/json' \
--data-raw '{

"time": 1,

"packet": {

"uid": null,

"packetType": "GET_SERVER_INFORMATION",

"retry": false,
"data": null,
"encryptionKeyId": "",

"symmetricKey": )
11} ivll : n Il’
"fiscalId": "",

"dataSignature":

"signature": null,
"signatureKeyId": null,
"timestamp": 1655184692934,
"result": {
"uid": null,
"packetType": "SERVER_INFORMATION",

"data": {
"serverTime": 1655184692934,
"publicKeys": [
{

llkeyll:

‘CURL ¢35 @

IC;wbﬁ)bé?Aidjg °

"MIICI]jANBgkqhkiGOwOBAQEFAAOCAg8AMIICCgKCAgEAXdzREOEfk3vBQogDPGTMqdDQ7t@oDhuk
MZkA+Wm11hzjjhAGfSUOuDvVOKROUEQWP8oUcXRmYzcvCUgcfoRT5iz7HbovgH+bIeIwT4rmLmFcbf
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Pke+E3DLUXOtIZifEXrKXWgSVPkRNnhMgym6UiAtnzwAlrmKstJoWpkONv34CYgTk8DKQN5jQIgboL
/Ng0@zOEEtI3zA424tsd9zv/kP4/SaSnbbnjOevqsZ29X6aBypvnTnwHIt3gbWM4I9eAVQhPYClawH
Tqvdaz/0/feqfm@6QBFNCgL+CBdjLs30xQSLSPICjnl1V1jMzoTZnAabWP6FRzzj6C2sxw9a/WwlXr
Kn3gldZ7Ctv6]so72cEeCeUI1tzHMDIPU3Qy12RQzaXujpMhCz1DVa47RvgiumpTNyK9HfFIdhgou
pFkxT14XLD165S55MF6HUQvo/RHSbBI93FQ+2/x/Q2MNGB3BX0jNwM2pj30jbDv3pj9CHzvaYQUYM
1yOcFmIJqJ72uvVF9Ix9iTObaNNF6pl52ADmMh85GTAH1hz+4pR/E9IAXUI1/YiUneYu@G4tiDY4ZX
ykYNknNfhSgxmn/gPHT+7kL31nyxgjiEEhK@BOvagWvdRCNISNGWpLt1g4F1CWTANPISctiFgq925
e+sySjNaORCoHraBXNEwyiHT2hu5ZipIW2cCAWEAAQ==",

"id": "6a2bcd88-a871-4245-a393-2843eafe6e02",

"algorithm": "RSA",

"purpose": 1

¥

"encryptionKeyId": null,
"symmetricKey": null,
"iv": null

(GET_SERVICE_STUFF_LIST) W & 5 9 Dloud/YU™ dwlbid Jol5” Camdd 8L 5 1-Y
:CURL ¢4 @
curl --location --request POST 'https:

--header 'requestTraceId: 1654521784527' \
--header 'timestamp: 1654521784527' \
--header 'Content-Type: application/json' \
--data-raw '{
"time": 1,
"packet": {
"uid": null,
"packetType": "GET_SERVICE STUFF_LIST",
"retry": false,
"data": {
"page" : 1,
: 10
}J
"encryptionKeyId": "",

"symmetricKey": ,
ms : llll’

"fiscalIld": "",

"dataSignature”:
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"signature": null,
"signatureKeyId": null,
"timestamp": 1655190910633,
"result": {
"uid": null,
"packetType": "SERVICE_STUFF_LIST",
"data": {
"result": [
{
"tax": 9,
"itemId": "1"

]J

"pagination”: {
"size": 10,
"page": 1,
"total": 1

}s

"encryptionKeyId": null,
"symmetricKey": null,
"iv": null

: (GET_ECONOMIC_CODE_INFORMATION) (s3baudl 6 ylody Sile Mol @il Y-

‘CURL « 5

curl --location --request POST

""https:

--header 'requestTraceld: 1654521302712' \
--header 'timestamp: 1654521302712' \

--header 'Content-Type: application/json' \
--data-raw '{

"time": 1,

"packet": {

Ve 5199 axan
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"uid": null,

"packetType"

: "GET_ECONOMIC_CODE_INFORMATION",

"retry": false,

"data": {

"economicCode" :"12345678911234"

}s

"encryptionKeyId": R

"symmetricKey": R

iv": ,
“"fiscalIld":

"dataSignature":

"signature": null,

"signatureKeyId":

null,

"timestamp": 1655191021181,

"result”: {
"uid": null,

"packetType":

"data": {

"ECONOMIC_CODE_INFORMATION",

"nameTrade": "<l ol iy
"taxpayerStatus": "Ji",
"taxpayerType": " A"

"postalcodeTaxpayer": ,
"addressTaxpayer": "olog"

}s

"encryptionKeyId": null,
"symmetricKey": null,

"iv": null




